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Document Information 
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A PIA is a process to help identify and minimise the 
data privacy risks of a project or activity so as to ensure 
that patients and service users’ rights to privacy and 
confidentiality are appropriately protected. 
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Deputy Data Protection Officer West (excluding voluntary agencies) 

Consumer Affairs, Merlin Park University Hospital, Galway. 

 

 CHO 1 – Cavan, Donegal, Leitrim, Monaghan, Sligo 

 Community Healthcare West – Galway, Mayo, Roscommon 

 Mid-West Community Healthcare – Clare, Limerick, North 

Tipperary. 

 Saolta Hospital Group 

Email:  ddpo.west@hse.ie 

  

Phone: 091-775 373 

 

Deputy Data Protection Officer Dublin North-East (excluding voluntary 

hospitals and agencies) 

Consumer Affairs, HSE DNE, Bective St., Kells, Co. Meath. 

 Midlands, Louth, Meath Community Health Organisation 

 Community Health Organisation Dublin North City & County 

 CHO 6 – Dublin South East, Dublin South & Wicklow 

 RCSI Hospital Group 

 National Children’s Hospital 

Email: ddpo.dne@hse.ie 

 

Phone:  

Kells:     046-925 1265 

Cavan:  049-437 7343 

Deputy Data Protection Officer Dublin mid-Leinster (excluding 

voluntary hospitals and agencies) 

Consumer Affairs, HSE, Third Floor Scott Building, Midland Regional 

Hospital Campus, Arden Road, Tullamore, Co. Offaly. 

 Dublin Midlands Hospital Group 

 Ireland East Hospital Group 

 Community Healthcare Dublin South, Kildare & West Wicklow 

 

Email: ddpo.dml@hse.ie 

 

Phone:  

 

Tullamore: 057-935 7876 

Naas:         045-920 105 

 

Deputy Data Protection Officer South (excluding voluntary hospitals 

and agencies) 

Consumer Affairs, HSE South, Ground Floor East, Model Business 

Park, Model Farm Road, Cork. Eircode: T12 HT02 

 Cork & Kerry Community Healthcare 

 CHO 5 – Carlow, Kilkenny, South Tipperary, Waterford & 

Wexford 

 UL Hospital Group 

 South South-West Hospital Group 

 

Email: ddpo.south@hse.ie 

 

Phone:  

Cork Office:  021 – 4928538 

Kilkenny Office:  056 -7785598. 

 

 

mailto:ddpo.west@hse.ie
mailto:ddpo.dne@hse.ie
mailto:ddpo.dml@hse.ie
mailto:ddpo.south@hse.ie
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 Section 1 – Initial Details (Threshold 
Assessment)  

  

 Title of the activity:   

 Name of person completing this form:   

 Title:   

 Service Area:    

 Is personal data being collected or used? Yes No  

 Are special categories of personal data 
being collected or used? (as listed below) 

Yes No  

 If yes, indicate the categories involved: 
Health data 
Data revealing racial or ethnic origin 
Political opinions 
Religious or philosophical beliefs 
Trade union membership 
Sex life data 
Genetic data 
Biometric data 

 

 If you answered ‘No’ to both of the questions above you do not need to complete the 
remainder of the form as a PIA is not required  

If you answered ‘Yes’ to any of the questions above you may need to complete a PIA - 
answer the questions below to establish if a PIA is required: 

Does the processing include the processing on a large scale of special category data? 

Yes No 

 

Could the processing likely result in a high risk to the rights and freedoms of data subjects? 

Yes No 

 

Does the processing include a systematic monitoring of a publicly accessible area on a large 
scale e.g. CCTV? 

Yes No 

 

Does the processing involve the automated processing, including profiling, on which 
decisions are based that produce legal effects concerning the data subjects? 

Yes No

If you have answered ‘Yes’ to any of the four questions above then you need to 
complete the remainder of this form as a PIA is required. 

In order to complete this form please note that it is obligatory for you to have 
completed the HSELanD GDPR/Data Protection Awareness training.  Please confirm 
that you have completed this training:    Yes No 

 

   

Privacy Impact Assessment Form 
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 Section 2 – Activity Details 

 

  

 Briefly outline the activity (name, purposes, context of use, etc.) 

 

 

 

 

 

 

 

 Describe how the activity generally works (from data collection to data destruction, different processing 
stages, storage etc.) give a detailed description of each of the processes carried out. 

 

 

 

 

 

 

 

 What is the legal basis for processing the 
data?  

Consent from the data subject. 

Processing is necessary for the performance of a 
contract. 

Processing is necessary for a legal obligation to which the 
HSE subject. 

Processing is necessary to protect the vital interests of 
the data subject. 

Processing is necessary for the performance of a task 
carried out in the public interest or in the exercise of official 
authority vested in the HSE. 

 

  

 

If processing special categories of data what 
is the legal basis?  

 



Explicit Consent 

For the purposes of preventative or occupational 
medicine, for the assessment of the working capacity of an 
employee, for medical diagnosis, for the provision of medical 
care, treatment or social care, for the management of health 
or social care systems and services. Or pursuant to a 
contract with a health practitioner. 

Other (please state) 



 

 If applicable describe the relevant legal obligation (act, regulation, article etc.): 

__________________________________________________________________________________ 
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Name the Data Controller(s) involved in this activity: 

 

  

 

 

 

Describe the Role of the data controller(s) for this activity: 

 

 

 

 

 

Provide details of all data processors involved in this activity: 

 

 

 

 

 

Describe the role of data processor(s) as relevant to this activity: 

 

 

 

 

 

For each data processor, describe their responsibilities (duration, scope, purpose, documented 
processing instructions, prior authorisation, contracts in place) for this activity: 
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Provide details of all data sub-processors involved in this activity: 

 

 

 

 

 

 Does the activity use automated decision making? 

If ‘Yes’ briefly describe the automated decision making 

____________________________________________________________ 

____________________________________________________________ 

 

 

Yes No  

 If ‘Yes’ what are the consequences of the automated decision making for the data subject: 

 
 
 
 
 
 
 
 

 

 Explain why all personal data collected is necessary for the purposes of your processing: 

 

 

 

 

 

 

 

 List the data supporting assets (hardware, software, networks, people, paper or paper transmission 
channels): 
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Is the personal data going to be shared?                              Yes No 

If yes, list the recipients (or categories of recipients) of the personal data and for what purpose it is 
being shared: 

 

 

 

 

 

 

Is the data being sourced from another source?               Yes No 

If yes, please state where the data originates from and if applicable, did it come from a publicly 
accessible source: 

 

 

 

 

What is the retention period for the different items of personal data: 

 

 

 

 

 

 

Describe the steps taken to ensure that the personal data is kept up to date and accurate: 

 

 

 

 

 

 

How are data subjects informed of the processing? 
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How can data subjects exercise their right to access and to data portability under Article 15 and Article 
20 of the GDPR? 

 

 

 

 

How can data subjects exercise their right to rectification and erasure under Articles 16 & 17 of the 
GDPR? 

 

 

 

 

How can data subjects exercise their right to restriction and object under Article 18 and Article 21 of the 
GDPR? 

 

 

 

 
 
 
Is the personal data being transferred outside of the Republic of Ireland? Yes No 
 

If yes, list the countries where the personal data is to be transferred: 

 

 

 

 

 

For each country outside of the EEA (European Economic Area) where data is stored or processed, 
name it and describe the provisions concerning the transfer: 

 

 

 

 

Describe the organisational security measures associated with this activity: 
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Describe the technical security measures associated with this activity: 

 

 

 

 

 

Describe the additional measures taken to ensure data security for this activity: 

   

   

  

 

 

 

 

Section 3 – Research 

Please complete the following section only if you are completing this PIA as part of a research proposal. 

If you are not completing this PIA as part of a research proposal you can go immediately to Section 4. 

 

                        Please specify what arrangements are in place to ensure that personal data will be processed as is 
necessary; 

(a) to achieve the objective of the health research and; 

(b) to ensure that data shall not be processed in such a way as to damage or distress the data 

subject: 

 

 

 

 

 

 

 

 

The provision of training in data protection law and practice to anyone involved in carrying out the 
health research is a mandatory legal requirement.  Please specify the data protection training 
undertaken by those involved in this research: 
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Please specify the controls in place to log whether and by whom personal data has been consulted, 
altered, disclosed or erased: 

 

 

 

 

 

 

 

 

 

 

Please specify the arrangements to anonymise, archive or destroy personal data once the health 
research has been completed and how this will be carried out: 

 

 

 

 

 

 

Please specify other technical and organisational measures designed to ensure that processing is 
carried out in accordance with the Data Protection Regulation, together with process for testing and 
evaluating the effectiveness of such measures: 
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Section 4 – Risks and Risk Mitigation 

 

Is there a risk of:                        
 

a. Illegitimate access to personal data 

 
b. Unwanted modification to personal data 

 
c.   Personal data disappearance 

 

d. Other (please state) 

 

 

 

Section 4 (a) – Illegitimate access to personal data 

Complete the following questions if you selected a. (Illegitimate access to personal data) 

 

What are the main threats that could lead to the risk? 

 

 

 

 

 

What are the potential impacts on data subjects arising from the risk? 

 

 

 

 

 

 

What are the risk sources? 

 

 

 

What controls are in place to address the risk and are these controls adequate? 

 

 

 

 

 

 

 

 

Highlight
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How do you estimate the likelihood of the risk, especially 
in respect of threats, sources of risk and planned 
controls? 

 

1 – Rare 

2 – Unlikely 

3 – Possible

4 – Likely  

5 – Highly Certain 

 

How do you estimate the potential impact of the risk on 
data subjects? 

 

1 – Negligible 

2 – Minor 

3 – Moderate

4 – Major 

5 – Critical 

 

What is the overall risk rating (likelihood x impact)? 

 

 

 

 Low 

 Medium 

 High 





 

 

Section 4 (b) – Unwanted modification to personal data 

Complete the following questions if you selected b. (Unwanted modification to personal data) 

What are the main threats that could lead to the risk? 

 

 

 

 

What are the potential impacts on data subjects arising from the risk? 

 

 

 

 

What are the risk sources? 
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What controls are in place to address the risk and are these controls adequate? 

 

 

 

 

How do you estimate the likelihood of the risk, especially in 
respect of threats, sources of risk and planned controls? 

 

1 – Rare 

2 – Unlikely  

3 – Possible 

4 – Likely  

5 – Highly Certain 

 

How do you estimate the potential impact of the risk on data 
subjects? 

 

1 – Negligible 

2 – Minor 

3 – Moderate

4 – Major 

5 – Critical 

 

What is the overall risk rating (likelihood x impact)? 

 

Low 

Moderate 

High 

 

 

Section 4 (c) – Personal data disappearance 

Complete the following questions if you selected c. (Personal data disappearance)  

 

What are the main threats that could lead to the risk? 

 

 

 

 

 

What are the potential impacts on data subjects arising from the risk? 
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What are the risk sources? 

 

 

 

 

 

 

What controls are in place to address the risk and are these controls adequate? 

 

 

 

 

 

 

How do you estimate the likelihood of the risk, especially in 
respect of threats, sources of risk and planned controls? 

 

1 – Rare 

2 – Unlikely 

3 – Possible 

4 – Likely  

5 – Highly Certain 











How do you estimate the potential impact of the risk on data 
subjects? 

 

1 – Negligible 

2 – Minor 

3 – Moderate

4 – Major 

5 – Critical 

 

What is the overall risk rating (likelihood x impact)? 

 

Low 

Moderate 

High 
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Section 4 (d) – Other 

Complete the following questions if you selected d. (Other) 

 

Describe in detail the risk 

 

 

 

 

 

What are the main threats that could lead to the risk? 

 

 

 

 

 

 

What are the potential impacts on data subjects arising from the risk? 

 

 

 

 

 

What are the risk sources? 

 

 

 

 

 

 

What controls are in place to address the risk and are these controls adequate? 
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How do you estimate the likelihood of the risk, especially 
in respect of threats, sources of risk and planned 
controls? 

 

1 – Rare 

2 – Unlikely 

3 – Possible

4 – Likely  

5 – Highly Certain 

 

How do you estimate the potential impact of the risk on 
data subjects? 

 

1 – Negligible 

2 – Minor 

3 – Moderate

4 – Major 

5 – Critical 

 

What is the overall risk rating (likelihood x impact)? 

 

 

 

 Low 

 Medium 

 High 




 

 

Section 5 – Data Subject Consultation  

  

Were data subjects (or a representative) consulted as a part of the PIA process?   Yes  No 

If Yes, state the number of data subjects consulted, method of consultation and describe the 
outcome of the consultation: 

 

 

 

 

 

If No, explain the reasons for not consulting data subjects: 
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Section 6 – DPO/DDPO Consultation 

 

DPO opinion (please ensure the previous questions are completed fully before the DPO can 
provide an opinion): 

 

 

 

 

 

 

 

 

 

 

 

 

   Section 7 – Approval 

   To be completed by the data controller  

 

Outcome:          Approved 

   Denied 

   DPC Consultation Needed 

   Further Updates Needed 

 

Signed:  Date:   

     

 

Amanda Casey, HSE Chief Social Worker


	Textfield3: Delivery of National Safeguarding Case Management and Notification System
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	Textfield5: Context

In December 2014 the Safeguarding Vulnerable Persons at Risk of Abuse – National Policy and Procedures was launched. This policy was developed within the Social Care Divisional structure in place at that time, to encompass vulnerable adults across the older person and disability sectors. 

Central to the delivery of the safeguarding service was the establishment of Safeguarding and Protection Teams (SPT) at Community Healthcare Organisation (CHO) level. These teams’ encompassing social workers at all grades process and manage safeguarding concerns from a community and service setting. There is a SPT within each current CHO and they engage with a varying level of HSE and HSE funded services across disability and older person's services. There is a requirement on all services to report safeguarding concerns to the SPT and that there is agreement on the outcome and planning process thereafter. Under Slainte care reforms SPT teams will align to regional health structures.

Designated officers from HSE Services as well as as Section 38 and Section 39 funded agencies notify into the HSE Safeguarding Teams under requirements and duties of the HSE Safeguarding policy. These personnel from HSE Services and  HSE funded agencies collect and use personal information to complete referrals, preliminary screenings and safeguarding plans on behalf of the HSE.  These services provide information in accordance with the Safeguarding Vulnerable Persons at Risk of Abuse – National Policy and Procedures’ (2014) and requirements under Service Level Agreements. This activity is a clinical and operational activity.  Supporting documentation: Service Level Agreement, Data Sharing Agreement- subject to HSE Policies in relation to the management of information. Duration: Life time of their Service Level Agreement


It is integral to their success of the SPTs and service communication in providing a timely, responsive and effective service that they are supported in their work with an IT system. These clients represent some the most vulnerable members of our society and it is fundamental that the teams charged with investigating concerns of abuse are provided with the necessary administrative tools. 

Rolling out the ICT safeguarding case management and notification system to all SPTs in Ireland including overseeing data migration of current services users from existing excel/electronic files. The data will be migrated to a more secure and centralised safeguarding platform. The safeguarding ICT system shall be hosted by System C/ Liquidlogic, the data processor within Microsoft Azure Cloud hosting the safeguarding system shall be located within data centres based in the European Economic Area (EEA). The naming of the system in an Irish context will be known as the Online Line Systenm for adult Safeguarding (OSAS).


Project Objectives
• Provision of a case management and notification IT system within the Safeguarding and Protection Teams that is accessible to all Designated Officers, senior managers and the National Safeguarding Office.
• To successfully facilitate electronic referrals via a secure portal of safeguarding concerns from the community and professionals  into the Safeguarding and Protection Teams 
• To establish an electronic process for information flow between the Designated Officers and the local Safeguarding and Protection Team using secure Portals
• Support efficient collection of accurate data on safeguarding concerns
• To provide a digital solution that incorporates HSE standard directories- Service Directory (including HIQA Listings), IHI, Datasets, Eircodes 
• To have a vendor managed cloud-based solution that is accessed securely by both HSE and non-HSE users 

This project will significantly enhance the information that will be available to health care professionals as they work on making decisions around the “right care in the right place at the right time”. It will empower social workers on the SPTs and multi-disciplinary staff in residential and non-residential funded services to deliver person-centred care using specialised assessment tools and enabling enhanced collaboration with expert colleagues on cases. 

This development is aligned to many strategic organisational objectives including
 
• The Sláintecare Implementation Strategy 2021-23-clearly identified a weakness in healthcare systems with regard to a lack of real-time information and data. The National Safeguarding system will greatly contribute to data gathering and visibility of HSE and HSE funded services delivered to adults at risk of abuse across multiple care settings. 
• HSE Strategic Approach 2020-2024 outlines the importance of accessing data in formats that support learning and drives improvement. This system serves to drive quality improvement, enhance KPI measurement and embed the effective use of information at all levels in the organisation
• The National Safeguarding system will align with the eHealth Strategy for Ireland through providing strategic management tools to enable health care resources to be delivered more efficiently and effectively; thus, freeing up resources to spend more time with those under their care. It will embed standardisation of practices across a wider variety of HSE and HSE funded services ensuring equity of treatment. 
• The National Development Plan 2021–2030 recognises the need for a new patient centred health information policy for the digital age to ensure better patient care and an effective, modern health system
• The system will utilise the Individual Health Identifier (IHI), Health Identifiers Programme, national service directory, standardised data-sets to create data and information that is usable across the ehealth system.
• Anticipating and responding to risk of harm is a central objective of the HSE Patient Safety Strategy 2019-2024. Significant progress has been made on reducing risks to the common causes of harm. Safeguarding vulnerable persons has been identified as one of the key improvement priority areas. 
In the 2022 Service Plan the provision of a case management system within adult safeguarding was documented one of the main targeted approaches to reducing the risk associated with the status quo. The future of safeguarding operations will need to be considered in the context of the operating model of community healthcare networks and the design of integrated healthcare areas


Purpose

On average 13,000 concerns are reported to the SPT each year- 80% are from a HSE and HSE funded service relating to disabilities and older people. 74% of concerns are reported from the top 20 services which have varying inter and intra-regional variations. There are standardised forms in use to report a concern, monitor its progress, communicate agreement on outcomes and safeguarding planning (see appendix 1)

The present system of reporting and recording is a manual process. The information is managed in the 9 CHO by the SPT, and collated at a national level for reporting purposes by the NSO. The current system carries a high administrative burden, is not user friendly and lacks efficiency. The process for managing concerns is complex and does not lend itself to management via paper, email, excel etc. 

From the NSO perspective, the absence of an automated system impedes its ability to provide guidance, oversight and coordination of safeguarding services. The current system requires considerable management in recording, collating and analysis of data.
The NSO are required to analyse data for the publication of an Annual Report, to submit Quarterly KPI returns to the Business Intelligence Unit and ad hoc report for Quality and Patient Safety.
The process that need become electronic are summarised here:

Safeguarding adults at risk of abuse is a five-stage approach. 
1. Receipt of a concern
2. Complete the Safeguarding Preliminary Screening Form (PSF)
3. Analysis and planning of Safeguarding Protection Plan when necessary
4. Implementation and monitoring of SPP 
5. Review and closure of SPP, record lessons learned

See appendix 2 for diagram of workflow
 
Not all concerns raised will progress through the five stages. 
For example, where the concern is a “non-protection for abuse concern” or “no grounds for concen” the concern may be closed after the PS stage , has been completed.
There are distinct user profiles, with differing roles and responsibilities, in some organisations the same person may fulfil multiple roles.
 
User Base
• Designated Officers listed in delegation listing - within services with high reporting frequency 
• Designated Officers listed in delegation listing within services with low reporting frequency
• SPT Access
• NSO Access

Case Management Functionality to Include
- Referral of a concern
- Preliminary Screening
- Care Planning
- Interventions
- Reporting
- Case Review/Closure
- Oversight


 Oversight
In this instance the HSE professional will undertake a complete role in the quality assurance function. This means that every preliminary screening and protection plan will be reviewed, monitored and agreed following the timetable and guidelines provided by the policy.

A notification and a delegation portal will be necessary for the services who fall under the remit of  oversight as concerns must logged on the system.
The system should be able to allocate a concern received via the portal to the appropriate CHO.

To support the implementation of a case management system the HSE have contracted System C/ Liquidlogic to provide a cloud based solution that enables services to access via portal with the SPTs having full access to the case management functionality.

Liquidlogic will also provide aftersales and user support for 6 years with a plue 2 plus 2 option.

Planned Data migration processes 
The migration process is iterative allowing data sets to be built up and refined through planned migration rounds in the project. Within each migration round the extract, transform and data checking process is also iterative and completely under the control of the customer allowing data sets to be tested and refined without relying on Liquidlogic involvement.The steps for each planned iteration of the migration as shown in the diagram (appendix 3)









	Textfield6: See above section for details of data processes.
Software access controls employ identification / authentication of users based on system assigned user roles and access rights. Servers are protected by firewalls and networks are monitored by software security event auditing. All access to the system is audited and a register is maintained of staff with system access.
Software and servers conform to the HSE ICT operational and technical standards for data security. The vendor ( System C/ Liquid Logic)  has completed the HSE IT Security Questionnaire which has been approved by the Office of the Chief Information Security Officer in March 2023 which includes the HSE's Data Processing Agreement.

The HSE legal bases for processing adult safeguarding personal data includes tasks carried out in public interest vested in the data controller and vital interests. The HSE Adult Safeguarding system does not rely on consent as the legal basis to process personal or special category data when it relates to providing adult safeguarding services. The HSE  has a legal basis to process the adult safeguarding data for this activity reliant on Article 6(1) (e) , public interest , in conjuction with Article  9(2) (h).

 In undertaking adult safeguarding data collection, consent is sought as a professional working principal however the HSE does not rely on consent for such data processing. Where consent is obtained it is recorded electronically by staff prior to undertaking the screning and is specific to the area of consent involved e.g. consent to assessment and information sharing for the purposes of care provision. Consent is a principle of pratice in adult safeguarding and when ever possible the person's wishes regarding areas of consent are discussed with the service users or nominated healthcare representative / advocate and are recorded on the system. The reason for proceeding with the adult safeguarding assessment in the absence of consent is recorded by the healthcare professional. The obtaining and recording of client consent is in keeping with the HSE (2023) National Consent Policy and the HSE (2018) Data Protection Policy and GDPR principles. 

Software and servers conform to the HSE ICT operational and technical standards for data security. 
Assessments are based on a minimum data set that captures a comprehensive profile of clients’ healthcare needs. 

Processing stages
Client information is processed at an individual level for care planning / care provision and at aggregated level for service management, service planning and policy decision-making. 

Data Storage: System C/ Liquidlogic are using Microsoft Azure data centres and details of compliance can be found at: https://learn.microsoft.com/en-us/azure/compliance/offerings/


Retention and destruction 
Retention and destruction of data is undertaken in accordance with the HSE National Records Retentions Policy (2024) 

Access Control:
There is an acess control function on sensitive data in the system which will limit access to system users strictly based on a grounds of necessity to view or search. There are role and hierarchy based controls on search, view and entry functions. These are based on necessity as part of social work safegurding team work , clinical supervision roles and for essential system administration staff to the adult safeguarding service. Only these essential necessary roles will be given log on credentials to acess confidential client information. Outwith these specific role based on a necessity function there not be access to wider personnel and higher level management grades beyond viewing business intelligence that generates performance or non identifying business level information . 
	Consent from the data subject: Off
	Processing is necessary for the performance of a: Off
	Processing is necessary for a legal obligation to: Off
	Processing is necessary to protect the vital inter: Off
	Processing is necessary for the performance of a t: Off
	Explicit Consent: Off
	For the purposes of preventative or occupational: Off
	Other please state: Off
	Textfield7: Article 6.1 E GDPR. Article 9.2 H GDPR. The HSE is obliged under the Health Act 2004 to process personal data in the delivery of services and care.  Section 7 of the Health Act 2004 refers to the HSE's objective “to use the resources available to it in the most beneficial, effective and efficient manner to improve, promote and protect the health and welfare of the public.”  - The HSE would additionally rely upon Section 7 of the Health Act 2004, which provides for the Object and Functions of the HSE. In particular the HSE would rely upon subsections (1), (4)(a) and (5)(a) for the processing activity in question. The lawful basis for processing by voluntary hospitals is based on Section 38 of the Health Act 2004.The System C/ Liquid Logic safeguarding system facilitates the achievement of this objective. 2.The Data Protection Acts 1988 & 2003 allow for the automatic processing of personal data, and the regulation of provisions regarding the collection, processing, keeping, use and disclosure of certain information relating to individuals that is processed automatically in a responsible way.  The System C/ Liquid Logic safeguarding system adheres to the internationally accepted principles of good healthcare Information Governance to ensure that the collection, processing, storage, use and disclosure  of healthcare data is managed according to these principles within the legal framework of Data Protection (American Health Information Management Association [AHIMA] 2017; HIQA 2017b).  Data captured in the System C/ Liquid Logic safeguarding system  is: fairly and lawfully processed, processed for limited purposes, adequate, relevant and not excessive, accurate, not kept for longer than is necessary, processed in line with the person’s rights, secure, and not transferred to other countries without adequate protection. 3.Section 6 of the General Data Protection Regulation 2018 allows for the processing of information following consent from the data subject, for the legal obligation i.e. the obligation placed on the HSE under legislation to deliver services and care.    
	Textfield8: The HSE as a corportae body
The HSE Section 38 and Section 39 funded agencies who are sending adult safeguarding notifications to the HSE 
Therefore both the HSE and the Section 38 and Section 39 funded agencies are indpendent data controllers.
	Textfield9: The role of the data controller (the HSE) is to ensure:
1. The legal entity and public authority responsible for determining the purposes and means of the processing of personal data and for protecting the privacy and rights of the data's subject. 
2. Control the procedures and purpose of all elements of the safeguarding data usage. 
3. Management of client and employee information to ensure that the management of this data adheres to legal, ethical, regulatory, environmental, operational, and system architecture standards to support best practice in healthcare delivery. 
4. Legally binding contracts are in place with data processors (System C/ Liquidlogic) that govern the processing of personal data on the instruction of the Controller (HSE) via a 'Data Processing Contract' as part of the overall vendor contract.  
5. Data sharing agreements are due in place with all HSE funded agencies (disabilities and older persons services)- where any of the Services provided under Contract to the HSE, involve the Service Provider sharing  Personal Data with the HSE, the HSE and the funded agency shall be considered the Data Controllers  . 
6. All designated officers are fully informed of the data protection and ICT security policies and procedures. 
7.All designated officers are fully informed of the rights of the service user under GDPR; 
8. All designated officers will be fully compliant with GDPR legislation; 
9. Procedures and audits will be in place to ensure the safeguarding case management system is meeting its legislative data protection requirements under GDPR; 
10. System C/ Liquidlogic will provide technical support for the safeguarding case management system and will be fully compliant with GDPR legislation. Part of this involves the vendor having submitted a completed, signed Data Processing Agreement and a Security Questionnaire.
11. All new DOs within services are sanctioned by their organisation and given access based on their role within the service e.g., Health and Social Care Professionals and other staff (e.g., Administrators) who provide a service only to service users in their allocated catchment area
12. Data breaches will be managed promptly in keeping with the data protection policy of the relevant agency and in line with Lead Agency's Data Protection policy.

The role of the data controller (the HSE Section 38/ Section 39 Service provider) is to ensure: 
1. As a legal entity under service agreement with the HSE as the public authority, it is responsible for determining the purposes and means of controlling and processing of personal data and for protecting the privacy and rights of the data's subject. 
2. Control the procedures and purpose of the safeguarding data usage for their required elements of the adult safeguarding duties under HSE Adult safeguarding policy. 
3. Management of client and employee information to ensure that the management of this data adheres to legal, ethical, regulatory, environmental, operational, and system architecture standards to support best practice in healthcare delivery. 
5. Data sharing agreements are due in place with all HSE funded agencies (disabilities and older persons services)- where any of the Services provided are under Contract to the HSE, involve the Service Provider sharing Personal Data as required with the HSE. The HSE and the Funded Agencies  shall in this regard both be considered  Data Controller of the Service User  Personal Data.
6. All designated officers in funded agencies are fully informed of the data protection and ICT security policies and procedures.
 7. All designated officers in funded agencies are fully informed of the rights of the service user under GDPR;



	Textfield10: As the IT company contracted to deliver and support the OSAS safeguarding system, System C/ Liquidlogic will be the primary data processor of service user data submitted via the online submission portal and the delegation portal with services submitting preliminary screenings for oversight.

	Textfield11: 1. System C/ Liquidlogic will be the primary data processor of service user data and responsible for:
- The processing of service users healthcare and personal data on behalf of the data controller (the HSE) 
- Implementing technical and organisational measures to ensure that processing meets the requirements of data protection regulation
- Ensuring the protection of the rights of the data subject
- Ensuring the processing of clients' data is compliant with the GDPR regulations
- Comply with the HSE's IT Security Policy, and all measures listed therein.  (http://www.hse.ie/eng/services/Publications/pp/ict/Information_Security_Policy.pdf)
- To deal with technical issues not managed by super-users or technical support (HSE ICT) over the contract duration of 6 years.
- System C/ Liquidlogic, upon request, must delete or return all personal data to the controller at the end of service contract (28.3.g) and further must:
- Enable and contribute to compliance audits conducted by the controller or a representative of the controller (28.3.h)
- Take reasonable steps to secure data, such as encryption and pseudonymization, stability and uptime, backup and disaster recovery, and regular security testing (32.1)
- Notify data controllers without undue delay upon learning of data breaches (33.2)
- Restrict personal data transfer to a third country only if legal safeguards are obtained (46)

Supporting documentation: Service Level Agreement, Data Processing Agreement, IT Suppliers Security Questionnaire. 

2. The HSE
- To facilitate identification of service users using individual health identifiers (IHI) for the lifetime of the IHI covered under Safeguarding concerns reported from Designated Officers  as defined in the  Safeguarding Vulnerable Persons at Risk of Abuse – National Policy and Procedures' (2014).

	Textfield12: Information supplied in previous question
	Textfield13: System C/ Liquidlogic has engaged Microsoft Azure, for hosting purposes, to comply with the HSE requirement for data to be hosted within the EU.

Hosting, security and GDPR information is available in Appendix 5, “How does Microsoft handle your data in the cloud?”

	No6: Off
	ChkBox6: Off
	Textfield14: 
	Textfield15: NA
	Textfield16: In the context of the principle of data minimisation, the personal data processed by Systemc C/ Liquidlogic will be required to allow identification of service user records; facilitate appropiate communication with service users and their representatives and to support provision of a safeguarding reponce/ service to them (see Appendix 1 in attached document for the forms used which document the list of data fields).  This will also include recording the oversight details of the safeguarding plan agreed between the stakeholders, and providing an ongoing record of detail of the intervention provided.The DPIA covers only the planned data processing activities.  We may use anonymised statistical data to analyse, plan and improve our services. This portal website uses session cookies. Session cookies are used to deliver the basic functions of a website i.e. to allow pages to remember technical changes or selections you may make between pages. Session cookies are temporary cookies and are generally erased when you close your browser. This website does not use any third party or persistent cookies. Sessional cookies do not track activity on the website. The IP addresses is used for website security purposes and this is kept separate. The system does not collect IP addresses for analytics purposes beyond monitoring user traffic with tacking software to assist website design and  layout. 
	Textfield17: 1.  Hardware:
- As per contract with Liquidlogic- data will be stored and accessed via the Azure cloud, so data will not be stored on hardware/devices
- Encrypted and password protected computer devices e.g. personal computer, laptops, tablet devices, servers, etc. 
- All HSE SPT users will be accessing via secure VPN and logging into Liquidlogic Adults System for Safeguarding with separate characters of their password and a security question. 
- All external HSE funded agencies will either access via Citrix Access Gateway or securely via Microsoft 365 with Microsoft Azure Conditional Access policies with 2 Factor authentication

2.  Software: 
 Prior to SPT data being migrated to the Liquidlogic Adults System for Safeguarding, data is held on a combination of secure file shares e.g. electronic files & Excel spreadsheets;
- The Liquidlogic Adults System for Safeguarding is going to be hosted on Microsoft Azure accessed via Chrome or Edge

3. Servers 
 All data within the Liquidlogic Adults System for Safeguarding, will be hosted on servers in Microsoft Azure cloud-hosting environment. Liquidlogic will never pull onto, nor hold, any service user data outside of this environment.

4.  People
- Systems administrator in the National Safeguarding Office 
- End users with Safeguarding and Protection Teams 
Registered for specific access on the delegation portal of the system
- Listing of Designated Officers both within teams and the wider HSE and HSE funded services tasked with completion of preliminary screening and associated care planning within the safeguarding process. 
- Healthcare providers nationally who have been registered on the system and whom comply with HSE ICT Data Protection policies 
Utilised for test pahse of system configuration
- National Safeguarding Case Management and notification System Project Team

	No7: Off
	ChkBox7: Off
	Textfield18: See appendix 4 regarding the sharing of personal data


	No8: Off
	ChkBox8: Off
	Textfield19: NA
	Textfield20: Data is retained in accordance with the HSE Healthcare social work records - Lifetime of service user/patient + 8 years after death (as per HSE's 2024 Record Retention Policy or 20 years after conclusion of initial treatment or death for people who have a mental disorder as defined in the Mental Health Acts 1945 to 2001 )https://www.hse.ie/eng/services/yourhealthservice/info/dp/recordretpolicy.pdf.
	Textfield21: 1. All users of the system will be provided with 'Good Information Practices' training via HSEland. This will include a process of personal data checking at the beginning of each intervention with each service user, refresh your knowledge of good information practices, help you to handle information in a secure way, make you aware of legislation and regulations relating to handling information

2. The System C/ Liquidlogic Adults OSAS System  is a case management and delegation system.  There are controls within the software application whereby any inaccuracies or incorrect personal information can be updated by users with the appropriate level of access to the system / client record.  Application is made by the Safeguarding Team to the National Safeguarding Office System Administrator to update inaccurate or incorrect personal information on the system.
Where data has been entered incorrectly, clinicians can edit the data in accordance with HSE (2014) ‘Standards and Recommended Practices for Healthcare Record Management Policy’. Information edited is displayed and an audit of all edits to a client record is maintained. 

3. Audits of personal data held by the System C/ Liquidlogic Adults System for Safeguarding will include a review of current practices to ensure service user data is kept up to date and secure.





	Textfield22: Data subjects are informed of processing via the Adult Safeguarding system preliminary screeening and assessment process. 

Prompts are embedded in the Preliminary Screening Form regarding the necessity to inform and consult with the user/ patient on data processing requirements .  This includes information to the patient/ service user to inform on how their information is being used and processed under the HSE adult safeguarding policy and procedure. Work is underway across a number of services to develop user friendly easy read privacy notice materials for service users including utilising video or animation formats as required . The direction to service providers is that there is a consistent principle and message on data privacy statement as the specific privacy notice format can take a variety of mediums dependent on the cognitive capacity and communication needs of the relevant users of services ( i.e. easy read notice leaflet, use of video or animation explainer).
Consent and decision making capacity are relevant practice elements within the princioles of adult safeguarding practice . Whilst consent is not relied upon for adult safeguarding data processing where consent has been obtained this is viewable in the data subjects record, with any limitations clearly visible

The status includes an audit of when last updated and can display locally definable text e.g. GDPR, National Consent Policy, Assisted Decision Making Act etc.

	Textfield23: You can 1. Apply to the HSE for a copy of your record under the Data Protection law as a Subject Access Request (SAR).  You can get a SAR form at www.hse.ie/eng/gdpr.  Complete this form and send it to the relevant Safeguarding and Protection Team; or 2. You can write a letter asking for a copy of your records.  To assist with your application, you will need to provide a clear description of the information you are seeking or  3. You can apply for a copy of your record under the Freedom of Information (FOI) Act 2014.  To do this, you must write to the HSE for the records you are seeking & state that you are requesting a copy of the records under the FOI Act.  A copy of government issued photographic identification along with evidence of your relationship to the child will be required. 
 
Rights under GDPR You have certain legal rights concerning your information & the manner in which we process it.  This includes: 1. A right to get ask for access to the personal information; 2. A right to request us to correct inaccurate information, or update incomplete information; 3. A right to request that we restrict the processing of the information in certain circumstances; 4. A right to data portability in certain circumstances; &  5. A right to object to us processing the personal information in certain circumstances. 
 
You also have the right to complain to the Data Protection Commissioner if you feel your rights are not being respected. 
	Textfield24: Right to rectification
The data subject, as per GDPR, has the right to obtain from the controller without undue delay the rectification of inaccurate personal data concerning him or her. Taking into account the purposes of the processing, the data subject has the right to have incomplete personal data completed, including by means of providing a supplementary statement.  In this regard the HSE (2014) Standards and Recommended Practices for Healthcare Record Management Policy underpins the process for rectification of healthcare records.

Right to erasure
As per the GDPR, the data subject has the right to obtain from the controller (the HSE) the erasure of personal data concerning him or her without undue delay and the controller shall have the obligation to erase personal data without undue delay where one of the following grounds applies:
1. the personal data are no longer necessary in relation to the purposes for which they were collected or otherwise processed;
2. the data subject withdraws consent on which the processing is based according to point (a) of Article 6(1), or point (a) of Article 9(2), and where there is no other legal ground for the processing;
3. the data subject objects to the processing pursuant to Article 21(1) and there are no overriding legitimate grounds for the processing, or the data subject objects to the processing pursuant to Article 21(2);
4. the personal data have been unlawfully processed;
5. the personal data have to be erased for compliance with a legal obligation in Union or Member State law to which the controller is subject;
6. the personal data have been collected in relation to the offer of information society services referred to in Article 8(1).

Where the controller has made the personal data public and is obliged pursuant to paragraph 1 to erase the personal data, the controller, taking account of available technology and the cost of implementation, shall take reasonable steps, including technical measures, to inform controllers which are processing the personal data that the data subject has requested the erasure by such controllers of any links to, or copy or replication of, those personal data.

Paragraphs 1 and 2 shall not apply to the extent that processing is necessary:

a. for exercising the right of freedom of expression and information;
b. for compliance with a legal obligation which requires processing by Union or Member State law to which the controller is subject or for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller;
c. for reasons of public interest in the area of public health in accordance with points (h) and (i) of Article 9(2) as well as Article 9(3);
d. for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) in so far as the right referred to in paragraph 1 is likely to render impossible or seriously impair the achievement of the objectives of that processing; or
e. for the establishment, exercise or defence of legal claims.

There are controls within the Liquidlogic application to rectify the personal data recorded and for record to be updated should this be needed.

	Textfield25: Right to restriction of processing
1. As per Article 18 and Article 21 of the GDPR, the data subject has the right to obtain from the controller restriction of processing where one of the following applies:
a) the accuracy of the personal data is contested by the data subject, for a period enabling the controller to verify the accuracy of the personal data;
b) the processing is unlawful and the data subject opposes the erasure of the personal data and requests the restriction of their use instead;
c) the controller no longer needs the personal data for the purposes of the processing, but they are required by the data subject for the establishment, exercise or defence of legal claims;
d) the data subject has objected to processing pursuant to Article 21(1) pending the verification whether the legitimate grounds of the controller override those of the data subject.
2. Where processing has been restricted under paragraph 1, such personal data shall, with the exception of storage, only be processed with the data subject’s consent or for the establishment, exercise or defence of legal claims or for the protection of the rights of another natural or legal person or for reasons of important public interest of the Union or of a Member State.
3. A data subject who has obtained restriction of processing pursuant to paragraph 1 shall be informed by the controller before the restriction of processing is lifted.
The Liquidlogic safeguarding system has as part of its software functionality the ability to restrict access to client records based on system access roles / permission rights and authentication software functionality.

	No9: On
	ChkBox9: Off
	Textfield26: Microsoft Azure North Europe (Ireland) will be used to cloud-host for the safeguarding data (e.g., including personal data).  This will be backed up in a second region, the Azure West Europe (Amsterdam). Note that this storage will be in line with HSE overall policy taking both privacy and security into account.
	Textfield27: NA
	Textfield28: The System C/ Liquidlogic Adult System for Safeguarding and its associated Information Governance (IG) is underpinned by its own and the HSE organisational framework for data protection. This accountability framework is underpinned by data protection legislation and supported by a transparent set of policies, procedures and processes to ensure effective organisational and workforce implementation of their responsibilities in relation to data protection.  Service users’ rights and access to information are further underpinned by Freedom of Information legislation and GDPR. The processes for access to information are clearly documented on HSE websites and are freely available. 

Within the HSE, data protection compliance is enforced through:  employment contracts for HSE employees and for contracted agencies and companies via Service Level Agreements (SLAs); professional codes of practice; data protection and freedom of information legislation; HSE organisational policies; and external/ internal audits. 

Staff Training
All staff accessing the system receive training, part of which targets their accountability regarding data protection.  






	Textfield29: Security accreditation:System C/ Liquidlogic are using Microsoft Azure data centres and details of compliance can be found at: https://learn.microsoft.com/en-us/azure/compliance/offerings/

System C/ Liquidlogic is subject to external audits for ISO27001 and ISO9001.  These audits include the data protection responsibilities within their scope and include audit meetings and reviews with the DPO.

System C/ Liquidlogic ensures that due diligence exercises are carried out as part of any onboarding of suppliers or third parties.  This includes specific reviews of information security and data protection.

SystemC/ Liquidlogic have a team of staff who have a focused role in the area of data protection, information security and compliance.  We have appropriate and relevant data protection and confidentiality policies implemented.  All staff receive an information governance induction when they start the organisation and receive further annual training on IG and Information Security. 

Firewall: The system will have at least three tiers and each tier is segregated with a network security group. 

Security management is provided by a number of systems including Sophos Intercept-X, Invati Patch Management, Azure management policies, Qualys vulnerability monitoring. These are reviewed as part of our ISO 27001:2013 accreditation

The System C/Liquidlogic security model dictates that:

- Each CHO can only see concerns that are within their geographic area
- Users will have an appropriate security profile that limits what information they can access and update
- Access to specific sensitive information can be restricted 

To maintain data integrity direct database access is not supported

For those staff approved for report creation a data warehouse is available, this restricts access to the live data and ensures that running reports does not impact on response times of the system

To mitigate the effects of unforeseen circumstances two separate EU locations will host mirror images of the databases which will be routinely backed up

Event auditing is a central feature of the Liquidlogic Adult Safeguarding solution which includes a full, non-editable, audit log of system activity

All forms show who has input data via the audit tab
Secondly forms that have been delegated out, to a third party, show who has contributed to the assessment

Extracts of the audit log can be scheduled that will provide and enhanced audit report for a specified system or service user

Technical Alerts (System based)

- A persons record can have 'flags' that alert the user of the safeguarding status
- Mandatory questions are highlighted, with the use of colour, and contain alerts requiring completion before continuing the process, this ensures forms are complete and there is no missing information
• Alerts can be triggered off forms and these can be set to trigger any number of days after a form is started or completed and the notification can go to any persons or teams
• The use of due dates, in timelines, highlights work that is pending, due today or overdue, this enables staff and managers prioritise workloads and redistribute tasks as necessary
• The System C/ Liquidlogic Adult Safeguarding system is highly configurable, there are many standard alerts, but additional alerts can be created using the alert builder e.g., to alert when a specific form for a person has been completed after a pre-defined timeframe, indicating it needs to be reviewed by a manager/supervisor
• The review process is important for the teams, alerts can be defined to prompt managers to review and engage with active cases every 3 months, for example 3 months after a previous form is completed


	Textfield30: The existing measures outlined above provide adequate level of detail 

ICT security calls out the technical security measures of the solution and has been reviewed by the HSE head of security officer for compliance.
	Textfield31: NA
Research proposal is outside the scope of this system. 
	Textfield32: NA
	Textfield33: NA
	Textfield34: NA
	Textfield35: NA
	Illegitimate access to personal data: On
	Unwanted modification to personal data: On
	Personal data disappearance: On
	Other please state0: Off
	Textfield36: System C/ Liquidlogic or personnel working on System C/ Liquidlogic behalf including Microsoft Azure could cause personal data to be exposed or service users to be identified.  

Human error, cyber-attacks, identity theft, theft of equipment or information, sabotage, and information extortion. 
Adequacy of access controls operating  procedures
	Textfield37: Moderate

Unexpected and a potential cause of an unwanted incident that impacts negatively on the client data affecting data security and clients rights to privacy and confidentiality, data integrity, and data availability.  
This may result in a failure to comply with the GDPR with resultant investigation, administrative fines, prosecution or other sanctions.

Data breaches or failure to live up to customer expectations regarding privacy and personal data are likely to cause reputational risk.

Any harm caused to individuals by reason of mishandling of personal data may lead to claims for compensation.

	Textfield38: System C/ Liquidlogic staff error / negligence. 
Microsoft Azure staff error / negligence. 

The main risk is associated with human threat:

Events that are either enabled by or caused by human beings, including:
Unintentional acts (inadvertent entry of erroneous data entry or modification of data by staff),
Adequacy of access controls on users  
Deliberate acts such as network based attacks; malicious software also known as malware such as viruses, worms, bots, bugs, Trojans, adware and rootkits, which steal protected data, delete documents or add malicious software; unauthorised access to confidential information, wilful damage, terrorism).








	Textfield39: System C/ Liquid Logic strongly adhere to the privacy by design approach. The adhere to the following

1. data protection issues as part of the design and implementation of systems, services, products and business practices and our secure development guidelines underpin this. 
2. independently penetration test the solutions with each milestone release ahead of release, using NCSC accredited CHECK Green Light providers.
3. data protection as an essential component of the core functionality of our processing systems and services through strong login security and granular access rights.
4. design processes aim to anticipate risks and privacy-invasive events before they occur, and we take steps to prevent harm to individuals by presenting only data that staff need access to as part of their defined roles.
5. capture and process the personal data needed for the purposes of delivering care to service users and within the bounds of our solution the data is only used for those purposes.
6. ensuring that personal data is automatically protected in our systems by limiting access to individual data items appropriately and this happens without service users needing to take any specific action to protect their privacy. There is a standard operational procedure contained in account maintenance guidance that sets out the access controls on creating users and removing users for both case management and delegation functions. This  also sets out the appropiate usergroup membership. 
7. provide strong privacy defaults, user-friendly options and controls, and our software supports individual service user preferences if they wish to limit access to their data.
8. technical and organisational measures for data protection by design and our processes and procedures are externally audited to ISO 27001.
9. privacy-enhancing technologies to assist us in complying with our data protection by design obligations. For example, strong encryption of passwords

The operational and technical controls that the System C/ Liquidlogic has in place conforms to international and Irish best practice standards for healthcare Information Governance and are considered adequate in addressing these risks. 

All data held within the Microsoft cloud is encrypted and remains fully within the EU/EEA. For the Online System for Adult Safeguarding (OSAS), the vendor has entered into a data processing agreement with the HSE to ensure full compliance with HSE policies and standards and has fully completed the IT Security Questionnaire required by the HSE’s Chief Information Security Officers office”. 
	1: Off
	2  Unlikely: Off
	3 Possible: On
	4Likely: Off
	5 Highly Certain: Off
	11: Off
	2  Minor: Off
	3 Moderate: On
	4 Major: Off
	5  Critical: Off
	Low: Off
	Medium: On
	High: Off
	Textfield40: - Human error, cyber-attacks, identity theft, theft of equipment or information, sabotage, and information extortion.





1. Liquid Logic could modify personal data (though they would have no need or reason to do so); and
2. Service user data could also be corrupted by a system error
3. A service could alter personal data under the remit of the team

	Textfield41: Moderate
- Unexpected and a potential cause of an unwanted incident that infringes on service user's rights to data protection and rights to safe, effective, high quality care.
	Textfield42: .- Human error / malicious attacks and cyber-attacks 
	Textfield43: - Employee and agency contracts 
- Professional Codes of Practice
- HSE Organisational Policies, Procedures and Guidelines
- Access control operational procedures contained within Account maintenance
- Organisational Policies, Procedures and Guidelines of services submitting preliminary screenings and community referrals via the portals.
- HSE ICT security standards, monitoring and proactive mechanisms to identify and address potential / actual risks
- System C/ Liquidlogic Adult System for Safeguarding architecture and security features– ‘Privacy by design'
- Provision of training to all staff using the system 
- System auditing and proactive approach to monitoring, identifying and addressing issues where identified

The controls that are in place to address this risk conforms to best practice standards in healthcare Information Governance and are considered adequate.

	12: Off
	2  Unlikely0: Off
	3 Possible0: On
	4Likely0: Off
	5 Highly Certain0: Off
	13: Off
	2  Minor0: Off
	3 Moderate0: On
	4Major: Off
	5  Critical0: Off
	Low0: Off
	Moderate: On
	High0: Off
	Textfield44: - System unavailability
	Textfield45: - Temporary unavailability of clients' data may result in delays in communication between stakeholders (services/SPTs/ third parties) impacting timelines for undertaking screening, assessment and safeguarding planning processing.
	Textfield46: System failure
	Textfield47: Controls include the use of load balanced server farms in two seperate EU locations (Ireland/Netherlands)

– The deployment of OSAS within the Cloud reduces the risk of a system outage given the inherent redundancy of hardware. There are SLA’s in place with the vendor which commit to the standard HSE requirements in terms of incident resolution times. While no IT system can offer 100% availability, the application has been deployed with the aim of being as available as possible. There are regular engagements with the vendor to ensure Service Management activities are completed on an ongoing basis. In the event of an outage, the National Safeguarding Office and local Safeguarding Protection Teams will continue to be available to support Services for urgent concerns by phone, as has always been in place.

	14: Off
	2  Unlikely1: Off
	3 Possible1: On
	4Likely1: Off
	5 Highly Certain1: Off
	15: On
	2  Minor1: Off
	3 Moderate1: Off
	4Major0: Off
	5  Critical1: Off
	Low1: On
	Moderate0: Off
	High1: Off
	Textfield48: NA
	Textfield49: NA
	Textfield50: NA
	Textfield51: NA
	Textfield52: NA
	16: Off
	2  Unlikely2: Off
	3 Possible2: Off
	4Likely2: Off
	5 Highly Certain2: Off
	17: Off
	2  Minor2: Off
	3 Moderate2: Off
	4 Major0: Off
	5  Critical2: Off
	Low2: Off
	Medium0: Off
	High2: Off
	Were data subjects or a representative consulted a: No
	Textfield53: 
	Textfield54: A Procurement Evaluation Group have worked since 2020 to formulate the required functionality of the safeguarding system for the purposes of a formal procurement process to agree an IT provider to develop, roll-out and maintain the system.  There was a broad representation of professionals that engage with service users involved in this process that provided insight into the service requirements to meet the client needs for this at risk adult population.  


	Textfield55: Noted that both personal and special category data will be processed.

Noted that the HSE is an independent data controller for this processing activity.

We also note that the S.38 and S.39 organisations who will use this system are also independent data controllers.

Overall this data processing activity on this new platform is necessary in order to manage the necessary reporting obligations of the HSE and the independent data controllers in case load management for safeguarding cases etc.

We note that designated officers from HSE Services as well as Section 38 and Section 39 funded agencies notify into the HSE Safeguarding Teams under requirements and duties of the HSE Safeguarding Policy. These personnel from HSE Services and HSE funded agencies collect and use personal information to complete referrals, preliminary screenings and safeguarding plans on behalf of the HSE. These services provide information in accordance with the Safeguarding Vulnerable Persons at Risk of Abuse – National Policy and Procedures (2014) and requirements under Service Level Agreements.

The appropriate lawful basis has been identified for this data processing activity.

This is a secure platform with the appropriate security measures in place to ensure the privacy and confidentiality of the data processed on the system.

We note that the appropriate Data Processing Agreement is in place with the third party provider, that the data will be held in the Azure environment and that the data will be stored within the EU.

Noted that Data Sharing Agreements to be put in place with the funded agencies who will use the platform as part of the administrative suite of safeguards under the GDPR.

We further note that distinct user profiles will be available for various levels of access – at national level, local STP offices, users in HSE funded agencies.
We acknowledge that the user profiles established will have different roles and responsibilities.

Appropriate security controls should be put in place for any data migration transfer to the new platform.

Noted that data on the system can be made available at aggregate level for reporting and planning purposes and this is necessary and proportionate.

The GDPR principle of data minimisation has been applied – only necessary information to be collected and processed.

Overall appropriate technical and security measures in place for use of system. HSE to use VPN access and external HSE funded agencies will access the platform using two factor authentication.

The GDPR principle of transparency has been met with data subjects – “Data subjects are informed of processing via the Adult Safeguarding system preliminary screening and assessment process.”

Overall risks identified are appropriate and have been considered. The HSE National DPO office agrees with the risk ratings applied and appropriate mitigating measures in place.

Retention periods are appropriately referenced and are also in line with the HSE’s National Records Retention Policy.
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